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Abstract

This paper points to new multifaceted and often interconnected
sources of risks (including high-impact tail risks) and the challenges
posedto supervisoryactions. It also makesthe important case that
traditional risk management tools might face limitations in the
current situation. We discuss both geopolitical and related risks as
well as other risks in the context of rising interest rates and a
volatile macroeconomicenvironment. The challenge for banks will
be to be prepared for such extreme scenarios. New approaches to
risk management are needed, combining quantitative and
qualitative assessment. Banks’ strategic plans need be to set
towards long-term objectives, but also have to be flexible enough
to allow for the possibilities of tail risks. In terms of supervisory
actions, these considerations call for a very-bank specific
monitoring approach.
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Evolving key risks in the banking sector, and related priorities for the SSM

EXECUTIVE SUMMARY

The world is going through a period of poly-crisis, experiencing several shocks at the same time and
with an extremely high degree of uncertainty. In this short note, we point to a few new sources of risks,
challenges posed to supervisory actions, but also make the important case that traditional risk
managementtools mightface limitationsin the current situation.

First, there are significant geopolitical and related risks, including (i) credit riskand effects on corporate
and consumer lending business, (ii) market risks and effects on trading, (iii) fiscal policy support result
resulting in sovereign debtincreasesand arenewed doom loop betweenbank and sovereign fragility,
(iv) climate risk including the risk of backtracking on commitments with stranded asset risks
materialising even more strongly later, (v) riskof cyber-attacks againstfinancial institutions and critical
infrastructure, (vi) geopolitical tensions beyond Ukraine and consequent negative effects on
international trade and economic recovery. Beyond these geopolitical risks, there are (i) the risk of
financial market disruptions related to increasing interest rates and imbalances in asset holding, (ii)
spill-over effects from fragility in the crypto-market, and (iii) risks arising from financial sanctions
against Russia.

These multiple risks pose new challenges for banks’ risk managementand consequently for bank
supervisors. New approaches to riskmanagementare needed, combining quantitativeand qualitative
assessment. Scenario analysis seems to be a more effective way to address tail risks that are
multifaceted in nature.

In terms of supervisory actions, these considerations call for a very bank-specific monitoring approach.
Banks should act prudently in light of the potential future economic deterioration. Experience fromthe
past fewyears hasshown theimportant role of the governmentas insurer of lastresort against extreme
tailrisks (e.g., Covid, energy price hike). The challenge for banks (and thus, for supervisors) will be to be
prepared for such tail-risk scenarios, for example in the form of back-up solutionsin the case of cyber-
attacks. Strategic plans thatset a course towardsbanks’ long-term objectives also haveto be adjusted
to allow for the possibilities of tail risks.
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1. INTRODUCTION

The world is going through a period of poly-crisis, experiencing several shocks at the same time and
with an extremely high degree of uncertainty. First, the pandemic has resulted in supply chain and
globaltrade disruptionsandhas contributed to rising inflation. Second, the Russian invasion of Ukraine
and the consequent increase in geopolitical tensions has a dampening effect on consumer and
corporate confidence. Third, high and volatile energy prices have contributed to inflationary pressures
and the risk of a global recession. More generally, the Great Moderation may give way to the Great
Volatility (Schnabel, 2022).

Monetary policy authorities across the globeface an important trade-off, between fighting inflationary
pressures with tighter monetary policy and the risk of a recession implying a cautious approach
towards tightening as well as addressing financial market disruptions through open-market
interventions expanding central banks’ balance sheets. The ECB Governing Council has moved away
from forward guidance and hassignalled thatdecisionsare to be taken meeting by meeting given the
rapidly changing macroeconomicand political environment. The high volatility and uncertainty have
also implications for banks and consequently for supervisors. The European banking system has
weathered the pandemicreasonably well, supported by strengthened capital buffers (in turn result of
regulatory reforms of the past decade) and government support programmes for firms and
households. However, the past 12 months have brought new sources of risk (geopolitical and
economic) and have heightened existingrisks (e.g., cyber-attacks). And these risks are on the badkdrop
of continuous challenges fromdigitalisation and climate change.

The most positive notein this challenging environment is the recent performance of European banks
and the return to rising profitability with the increase in interest rates. Yet, as the SSM Chair recently
noted, the improved performance may contribute to "a certain reluctance on the part of banks to
seriously engage in supervisory discussions on the downsiderisks underlying the macroeconomic and
financial outlook” (Enria, 2022).

In this short note, we point to a few new sources of risks, challenges posed to supervisory actions, but
also make the important case that traditional risk management tools might face limitations in the
current situation.
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2. EVOLVINGRISKS IN THE BANKING

In September the European Systemic Risk Board issued a general warning on vulnerabilities in the
European financial system. That Warning points to an increased “probability of a materialisation of tail-
risk scenarios”, due to (i) increased stress for households and corporations from increasing energy
prices, (i) possibility of sharp asset price falls, and (iii) declining asset quality on banks’balance sheets.
The Warning also points to financial stability risks beyond banking in non-bank financial institutions
and market-based finance. One important element stressed by the Warning is that there are several
independent risks that —if they materialise - can interact with each other amplify theirimpact.

In the following, we will discuss several sources of risks and the way they may be interconnected; we
will differentiate between sources of risk emerging (either directly or indirectly) from the Russia-
Ukraine conflictand unrelated risk events.The list is not exhaustive.

2.1. Geopolitical risk and otherrelated risks

The risk that the Russia-Ukraine conflict could turn into a global war, a certainly devastating event,
appears at the moment contained. There are, in fact, symptoms of a reduced risk of escalation in the
Russia-Ukraine conflict, as the prudent US reaction to therecent explosion in Poland near the border
with Ukraine suggests. Still, the exit path remains highly uncertain. Likewise, the actual repercussions
of geopolitical tensions on banks remain unclear. We try below to highlight the potential effects on
bank balance sheets.

2.1.1. Creditrisk and effects on corporate and consumer lending business

As wellknown, the Russian-Ukrainianwar andthe subsequent sanctions have led to spiralling increases
in energy costs and supply chain disruptions, thus contributing to global inflation. Trade and energy
price shocks have been generatingstressfor householdsand corporations. Russia and Ukraine arealso
two of the largest agricultural exporters, which has led to severe commodity price spikes. Banks more
exposed to more vulnerable households and sectors (from energy suppliers to crop and animal
production) will presumably experience increased credit risk in the form of higher NPLs. This could
affect corporate and consumerlending businesses. Consumer lendingand mortgage loans can be both
affected as higher energy and commodity prices, in a context of increasing interest rates, reduce
disposableincome and thusthe capacity to serve loans,especially for lowerincome and over-indebted
households.

2.1.2. Market riskand effects on trading

Commodity prices have not only increased but have also been very volatile over the past months
(Figure 1).In addition to balance sheetexposure tofirms affected by this volatility, financial institutions
are also exposed to this volatility through financial markets, including through derivative holdings.
Rapidly moving commodity prices can result in margin calls for financial institutions, depending on
how much liquidity support banks that are clearing members of energy derivatives decide to extend
to energy suppliers and energy-related commodity traders. This can also increase counterparty risk.

PE 733.748 9
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Figure 1: Commodity Price Index
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2.1.3. Sovereign risk and the doom-loop

One complicating factor is that different governments have adopted support programmes for
households and firms or are in the process of doing so. There is a large variation in these support
programmes, which in turn translates into different risks on banks’ balance sheets. On the one hand,
government support can help make households and companies more resilient and, thus, indirectly
mitigate credit risk for banks. On the other hand, it will further deteriorate governments’ fiscal
positions, which may enhance sovereign risk and reignite the doom-loop between sovereign and
bankingrisks. In fact, since the euro sovereign crisis, the sovereign-banknexus and, in turn, the risk of
intertwined crises have declined in several euroarea countries. More recently, however, the exposures
between governments and their banking systems have increased again due to the fiscal measures
introduced to supportthe economy, especially in countries mostexposed toCovid-19. Total sovereign
exposure of banks in the euro area currently amounts to 9% of total assets, with large cross-country
discrepancies (Mai, 2021). Among the largest countries, banks in Italy hold the mostdomestic sovereign
debt relative to capital (194%), followed by Spain (105%), Germany (67%), France (60%) and the
Netherlands (46%). As forthe home bias, French andltalian banks strongly preferdomestic debt, which
accounts for over 90% of their total euro-area exposure. In Spain, the home bias is 82%, in Germany
74% and in the Netherlands only 59%. Independently from direct exposures, anincreasein public debt
may affect domestic banksalso via indirectchannels, e.g., by making funding more expensive in banks
located in more indebted countries (Lozano Guerriero et al., 2020).
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2.14. Climaterisk

Against this backdrop of extraordinary pressures on countries’ economies and consumers, the all-out
search for alternatives toRussianenergyinduces changes in climate risk policies. On the one hand, the
crisis can speed up the transition to greener economy with the faster discovery of alternative energy
sources.On the otherhand, it mayset theEU and the world furtherback in the fight against the climate
emergency as new investments in fossil fuels are increasing. Backtracking on commitments made by
governments concerning the transition to net zero is another factor that can have repercussions on
banks. Many financial institutions are already heavily exposed to carbon-intensive industries and
borrowers. Any new exposure to such industries due to theenergy crisis and its repercussions on bank
balance sheets (see Figure 2) need to be monitored carefully.’

2.1.5. Cyberrisk

The geopolitical tensions between Europe and Russia, related to the Russian invasion of Ukraine, have
increased the probability of large cyber-attacks, including on financial institutions. While this has not
happenedyet, therisks are not negligible. In addition to direct cyber-attacks on financial institutions,
thereis an indirect exposure of financial institutions by relying on cloud providers or other outsourced
IT providers that might be subject to such attacks or other operational risks. Beyond the immediate
concerns related to the current geopolitical situation, the increasing dependence of banks and non-
bank financial institutionson such providersraisesimportantconcernsfor operational risk.

'Foramorein-depth discussion on banks’ exposures, see Beyene et al. (2022).
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2.16. Geopolitical tensions beyond Russia and Ukraine

The Russian-Ukrainian war has undermined the ability of world leaders to come togetherand address
global challenges. It has exacerbated the East-West polarizationand reignited long-dormant tensions,
as for example with the crisis over Taiwan that is likely to change the US-China relationship for the
worse. One important tail risk is a deterioration of the conflict around Taiwan, with a possible
catastrophic direct confrontation between the US and China. Beyond such tail risk scenarios,
geopolitical tensions can result in reduced trade flows, with firms relying heavily on exports and
specific export- and import-intensive sectors being negatively affected; this in turn can translate into
creditrisk on banks’balance sheets.

This polarization is also playing out in Africa with the pressure on African countries to align with one
side or the other. In this last respect, the European Union's decision to phase out Russian energy has
increased interest in importing gas from Nigeria, Angola, and Senegal. Individual European countries
have also been pursuing their own energy policy with other African countries, a strategy that entails
greater exposure towards regions of the word hit by tensionsand instability. New forms of geopolitical
risks can arise.

2.2. Other (not war-related) sources of market turbulence

2.2.1. Recentdysfunction in the giltmarket (October2022)

The recent financial market turbulence in the UK sends a strong warning signal. In the case of the UK,
political commitmentsto unfunded tax cuts led to a sell-off of government bonds(gilts). The pension
fund industry exposed to volatility in the bond market through liability-driven investment strategies
(using swaps and repo transactions) faced increasing margin calls, which pension funds tried to satisfy
through sale of governmentbonds. Thisincreased price pressuresfurther and threatened thesolvency
position of the same pension funds. As aresponse, the Bank of England had to intervenein the bond
market, stabilisingthe gilts price.

While the circumstances were specificto the UK political situation, similar market disturbances cannot
be excludedin the euro area, especially in the case of dramatic changes in sovereign bond prices.

2.2.2. Leveraged lending

While bank leverage has decreased in recent decades, the indebtedness of governments,
households and corporates increased, so there must be an increase in leverage in the non-
bank financial sector that has filled the gap. The risk is that such leverage is not immediately
visible but could materialize on banks’ balance sheets if these are connected with the highly
leveraged entitiesin the financial systems that are exposed to underlying risk factors such as
house prices, interest rates, currencies, and alike. It follows that leverage can act as an
amplificationfactor, leading in a stress situation to a spike inthe demand for liquidity together
with a decrease in the supply.

2.2.3. Digital asset market turbulence (November2022)

Therecent collapse of oneamong one of the largest cryptocurrency exchange - FTX —raises attention
on the potential direct and indirect effects on banks and financial markets of less-regulated segments
ofthe market, as the case of cryptocurrency. Aslong as direct linkages betweenthe traditional and the
decentralised financial systems are limited, there mightbe no immediate concerns. Careful monitoring
of such interlinkages (e.g., exposures of banks and non-bank financial institutions to crypto assets or
entities holding such assets) by regulatory and supervisory authorities, however, is called for. In

12 PE733.748


https://www.bloomberg.com/news/articles/2022-05-02/eu-plans-to-court-africa-to-help-replace-russian-gas-imports?srnd=premium-europe&sref=QmOxnLFz

Evolving key risks in the banking sector, and related priorities for the SSM

addition, there might be possible spillover effects if households or corporations finance cryptoasset
holdings with bank loans, resulting in credit risk in case of losses, orreshuffle their asset portfolio, with
knock-on effects on traditional financial markets banksare alsoexposed to. Theimmediate reactionto
the failure of FTX reduces such concerns; however, continuous careful monitoring and the collection
ofrelevant datais called for.

2.2.4. Financial sanctions

Another emerging risk related to the numerous sanctions introduced in response to the Russian
invasion. Differently from previous occasions (e.g., war in Crimea), sanctions are applied by multiple
jurisdictions with discrepancies in terms of both coverage and language. This leads on the one hand to
increased compliance and thus operational risk due to an erroneous observations of the rules
contained in the sanctions, and on the other to potential disruptions in particular in the payment
systems dueto delayedor erroneous blocks of payments.

3. ADDRESSING THE RISKS: TOWARD A NEW RISK MANAGEMENT
PERSPECTIVE?

The potential effects on banks of the above mentioned macro-developments and resulting risks are
likely to be numerous but heterogeneous, depending on specific portfolios, business lines, business
models, and geographies.

Industries more exposed to energy needs will suffer greaterlosses, increasing credit risk for banksmore
exposed to those industries. Banks more engaged in trading commodities derivatives or more linked
to those traders will either encounter losses or increased liquidity needs due to volatile margin
requirements, as wellas increased counterparty risk. Challenges to climate transition triggered by the
Russian invasion are likely to be transmitted to bank balance sheets by turning into traditional finandal
risks, in a magnitude that, once again, depends on bank specific characteristics and geographic
location.

Monetary tightening, while it is now generating profits due toincreased interest rates for several banks,
may turn to be detrimental in case a recession materialises, especially for banks operating in weaker
economies with also more limited fiscal support. Also, it may give riseto tensions in banks’ asset liability
management (ALM) and may generate losses depending on the specific ALM strategies banks have
adoptedinrecent years and the potential future competition for deposits.

As for the “nature” of risks banks will be facing in the near future, the recentevents, fromthe pandemic
to the Russia-Ukraine conflict, suggest that.

e Banks will be threatened by various risk types, often interconnected. Some of them may take
the form of tail risks, i.e., very unlikely-very high impact events. This includes the case of truly
devastating effects, such as in the caseof a global or nuclearwar. Otherrisktypes, if in principle
can take long to get manifested, can have an acceleration in their occurrence (e.g., climate
changerisk).

e Measuring banks’ exposure to suchriskis hard task and current risk modelling is likely to be a
blunttool. Banks havein place risk management tools thatinclude models toassess the impact
of different shocks. Such models rely on historical data and thus shocks being comparable in
nature if not in size to previous shocks. However, the current risks are novel and might also
interact in ways that cannot be easily captured by existing models. One specific area where
models cannot be properly used, for instance, is IFRS 9, given the lack of sufficiently long time-
series to modelloan classification and provisioning needs. Similarly, internal models usetimes
series generatedin times of lowinterest ratesand thusare unable to measure risks connected
toa fastraising inflationary environment.
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e New approaches to risk management are probably needed, combining quantitative and
qualitative assessment. First, the type of shocks the economy is facing calls for more granular
and more forward looking analysis of borrowers’ creditworthinessthan in the past, similarly to
what already happened during the pandemic. Second, an alternative to risk models can be
scenario analysesthatfocus onthe materialisation of specific risks and include the preparation
of potential responses, e.g., in the case of a cyber-attack. Scenarioanalysis seemsto be a more
effective way to address tail risks that aremultifacetedin nature.

e Thesources ofrisk and the waytheyget interconnected seems to be highly bankspecific. From
the banks’ viewpoint, this entails an accurate assessment of how each source of risk can
reverberate on its balance sheetin light of, e.g., the prevalent lines of business and the bank
exposure to vulnerable industries and geographies. This mightalsorequire a rebalancingin the
bottom-up stresstest approachwith top-down constraintsimposed by supervisors.?

The challenge for banks (and thus for supervisors) will be to be prepared for tail risk scenarios, for
example in the form of back-up solutions in the case of cyber-attacks or gas embargo. Strategic plans
need to have long-termobjectives butat the same time they need the flexibility to be adjustedto allow
for the possibilities of tail risks. In addition, banks should maintain their role in supportingthe economy
and help both households and corporatesto withstandthe economicturbulence.

4. CONCLUSIONS

This paper discusses a number of evolving key risks in the European banking sector and the
implications for regulatorsand supervisors. We point toseveral interrelatedrisks,including geopolitical
tensions, energy price inflation and cyber-risks but alsofinancial marketrisks resulting from tightening
monetary policy and fiscal support packages.

Importantly, we make the pointthat traditional risk managementtools mightnot suffice to adequately
plan and provision for such tail risk scenarios, given the lack of similar events in recent history and the
lack of sufficient time series to model such events under new regulatory regimes. Similarly, raising
undifferentiated pillar 1 capital buffersmightnotbe the appropriate answer.Rather,scenario planning
(possibly jointly by banksand supervisors) mightbe a better approach for some of the extreme tail-risk
scenarios and their possible interactions.

In terms of supervisory actions, these considerations call for a very-bankspecific monitoring approach.
Banks and supervisors should engage in constructive dialogue in order to understand bank specific
current and futureresilience. Currently, banks seemto have proper capital buffersin Europe, albeit with
some differentiationacross theindividual institutions. Clearly, these have to be monitored closely, also
in a forward looking manner with a proper analysis of capital trajectories. Together with this, banks
should act prudently in light of the potential future economic deterioration with proper provisioning
policies.

To this end, banks and supervisors need to strike the right balance between prudence and market
confidence. While being prudent, banks must remain competitive and be able to attractinvestorsalso
via appropriate distributions based on accurate and granularrisk and capital analysis.

2Seediscussionin Enria (2019).
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This paper points to new multifaceted and often interconnected sources of risks (including high-
impact tail risks) and the challenges posed to supervisory actions. It also makes the important case
that traditional risk management tools might face limitations in the current situation. We discuss
both geopolitical and related risks as well as other risks in the context of rising interest rates and a
volatile macroeconomic environment. The challenge for banks will be to be prepared for such
extreme scenarios. New approaches to risk management are needed, combining quantitative and
qualitative assessment.Banks’ strategic plans need be to set towards long-termobjectives, but also
haveto be flexible enough to allow for the possibilities of tail risks. In terms of supervisory actions,
these considerations call for a very-bank specific monitoring approach.
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