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Collision-resistant hash functions are a fundamental cryptographic primitive that rely on the computa-
tional hardness of finding two inputs that produce the same output. Motivated by this problem, we study the
complexity of finding collisions in a family of neural networks with oscillating activation functions.
A neural network trained on a classification task is specified by a set of weights assigning a label to each
data point, and a collision is defined as two distinct weight configurations that produce the same labeling.
We show that, within this class of neural networks, the space of collisions exhibits an overlap gap property,
whereby certain overlap values between distinct solutions are forbidden. This property is a geometric
feature of the solution landscape in high-dimensional random constraint satisfaction problems that has
recently emerged as a powerful indicator of algorithmic barriers. Our analysis predicts a regime in which
efficient algorithms fail to find collisions. This prediction is supported by numerical experiments using
approximate message passing algorithms, which cease to return collisions well below the threshold
predicted by theory. Neural networks, therefore, provide a class of candidate collision-resistant functions
that, for suitable parameter choices, depart from existing constructions based on lattices. Beyond their
cryptographic relevance, our results reveal forms of computational hardness in large neural networks that

may be of independent interest.
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I. INTRODUCTION

Neural networks are models of computation at the core
of modern machine learning. In feedforward networks used
as classifiers, given an input vector of size N, the network
computes an output by alternating layers of linear trans-
formations based on “weight” matrices with nonlinear
activation functions. Arguably, the simplest neural network
is the binary perceptron [1,2], consisting of a single layer
and binary weights x € {—1, 1}"V. Given a matrix of P data
points in N-dimensional space, A € R”*V (also called the
disorder), the perceptron outputs the labels f (x)=¢(Ax),
where the activation function ¢:R — {—1,1} is applied
elementwise.

Here, we consider the perceptron from a dual point of
view. Given the disorder A, we use as inputs the weights x
and study the function f 5 (x) in a regime of large dimensions
where N, P — oo with fixed @ = P/N. Several constraint
satisfaction problems (CSPs) arise in this context, listed in
order of nonincreasing algorithmic difficulty:
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(i) Inversion—Given a matrix A € R”™" and a vector
of labels #€{-1,1}F, find any set of inputs
x €{—1, 1}" such that f4(x) = 2.

(ii) Second preimage—Given a matrix A € RPN and a
“teacher” x€{—1,1}" generating labels £ = f 4 (x) €
{~1,1}*, find any “student” x’€{—1,1}" with x' #x
such that f, (x') = #.

(iii) Collision finding—Given a matrix A € RPN,
find any two inputs x # x’€{—1,1}" such that
fa(x) = fa(x').

We are interested in the typical case complexity of CSPs,
where the matrix A has random identically distributed
independent entries, and also the labels are identically
distributed independent random in the inversion problem.
Statistical physics has a long tradition of studying random
CSPs, such as inversion and second-preimage variants [3—6],
yet the collision-finding problem itself had not been
addressed within this framework until now. Notice the
difference between second preimage and collision finding:
In the latter, there is full freedom to choose both x and X’ in a
way that might depend on A, while, in the former, one of the
two is fixed. A function f for which there are no polynomial
time algorithms that find collisions [7] is said to be collision
resistant.

The collision-finding problem, on the other hand, has

been extensively studied in cryptography. A function for
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which the collision-finding problem is hard is said to be
collision resistant. If, in addition, the function is shrinking,
i.e., the output size P is smaller than the input size N, it is
known as a collision-resistant hash function (CRH). CRHs
are of fundamental importance and form the basis of many
cryptographic protocols and security guarantees. In fact,
they are an integral part to securing data privacy [8], in
applications including commitment schemes [9], encryp-
tion [10], and secure computation [11]. In this paper, our
main goal is to understand whether the collision-finding
problem in neural networks with a suitably chosen activa-
tion function is algorithmically hard.

Statistical physics studies on random Boolean satisfi-
ability [4,12-14] have linked typical-case algorithmic
hardness to the presence of peculiar geometrical properties
in the space of solutions of CSPs. Building upon this
geometric approach [15—18], it has been rigorously shown
that the presence of a disconnectivity feature known as the
overlap gap property (OGP) in the solution space of CSPs
leads to the failure of stable algorithms [19,20] and larger
classes including online algorithms and low-degree poly-
nomials. In many CSPs, the most efficient solvers identified
to date belong to this class, giving rise to the conjecture that
OGP is a marker of computational hardness [21].

Examples are the symmetric binary perceptron problem
[22], number partitioning [23], maximum independent set
on random graphs [24], and the optimization of p-spin
glass Hamiltonians [25,26].

Our main result is the identification of a novel candidate
for collision-resistant hash function based on a family of
neural networks, where the OGP is used as a criterion for
collision resistance between pairs of inputs of large
Hamming distance. We then argue that, by applying an
error-correcting code upstream of a perceptron with an
oscillating activation, one obtains a function that remains
shrinking and is collision resistant.

These new candidate CRHs are markedly different from
existing constructions from, e.g., lattices and hint at a new
source of hardness for use in cryptography.

II. SUMMARY OF OUR CONTRIBUTIONS

We investigate the collision resistance of a family of
neural networks obtained by composing an error-correcting
code (ECC) with a perceptron equipped with a particular
choice of activation function. Specifically, we consider the
following activation, which we refer to as the square-wave
perceptron (SWP) [27]:

0s0) = sen 55 moa 1) (1)

where xmod 1 is the unique real number in [—1,]) that
differs from x by an integer and § € R™ is a parameter that
controls the oscillation period. The function (1) is a square

wave with period 26. The choice of activation is ultimately

guided by the goal of obtaining a shrinking collision
resistant function which, as we show, is crucially dependent
on 0.

Some properties of the SWP have been studied in [28] in
average-case variants of inversion and second-preimage
problems. Here, we focus on the collision problem. In
Sec. I1I, we study the existence of collisions in the large size
limit, in the regime where the inputs are at an extensive
Hamming distance or, equivalently, when the overlap
g1 =x'y/N between the two inputs x,y€{-1,1}"
forming a collision is strictly smaller than one,
lg1| <1 —Q(1). We show that above a certain threshold
of a, depending on ¢, and o, with high probability
collisions do not exist. The value of this threshold com-
puted by using the replica method with a replica-symmetric
ansatz [29] coincides with a first-moment computation,
leading us to conjecture that the replica-symmetric estimate
coincides with the actual satisfiable (SAT) or unsatisfiable
(UNSAT) transition in the collision problem. This con-
jecture is supported by numerical simulations based on
exhaustive search of collisions on finite-size systems.

In Sec. IV, we move to the main focus of the paper,
namely, determining if there is a region of a where
collisions exist but are hard to find. Using the first-moment
method we show that, conditioning to |¢,| < 1, the space of
solutions of the collision-finding problem presents an OGP,
which implies the failure of stable algorithms. We con-
jecture that, in this regime, finding collisions with |¢;| < 1
is infeasible.

By tuning the parameter 8§, we show that the conjectured
hard region extends to values of a smaller than one, which
is a requirement to construct a hash function. More
precisely, we show that there exist a,, J,, and ¢, < 1 such
that for § < 8, the space of collisions with overlap ¢; < ¢,
exhibits OGP for a, < a < 1. Still, a solver could target
collisions with overlap g, < g < 1, where our analysis
does not imply collision resistance for @ < 1. To remedy
this, in Sec. V, we propose a collision-resistant hash
function obtained by composing an error-correcting code
with the square-wave perceptron. The error-correcting code
removes collisions with overlaps in the region ¢, < g < 1,
leading to a bona fide collision-resistant hash function.

In Sec. VI, we provide some numerical evidence
supporting our conjectured CRHs. We study numerically
two algorithmic attacks to find collisions, showing that
both of them stop working at values of a smaller than the
value a,, where we predict the presence of an OGP.

III. EXISTENCE OF COLLISIONS

Consider the number of collisions with internal over-
lap ¢;:

Z(q1;A) = Z Xa(c)d(qi(e) = q1). (2)

ce {1}
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where X4 (¢) is an indicator function, equal to one if the
pair of inputs ¢ = (x,y) forms a collision and zero
otherwise:

Xale) = H®[fA(X),4fA(Y),4]- (3)
n=1

In this notation, ©(-) is the Heaviside step function and
fa(), the uth element of vector fx(-). We have also
defined the “internal” overlap of a collision ¢ as the
normalized scalar product between the colliding inputs

1
aile) =3 X'y, 4)
In the limit N, P — oo with @ = P/N fixed, the random
variable 1/Nlog Z concentrates on its average value, the
so-called guenched free entropy [30]:

1

O(q,) = ]\I,ET;ON[EA log Z(q,;A). (5)
Hence, Z(q;A) = exp[N®(q,) + o(N)], and if ® <0,
one has Z(A) = 0 with high probability in the large-N
limit. Therefore, collisions with internal overlap ¢, exist up
to a threshold a.(g;) where ® = 0. We estimated a.(q,)
using two complementary approaches. First, we derived an
upper bound a4(q,) to a.(g;) by using the first-moment
method. Because of Markov’s inequality, the probability
that the random variable Z(g;;A) > 1 is bounded by

P[Z(g;;A) > 1] <EqZ(g;A) = V@), (6)
where the annealed free entropy ®*(q,) is given by
a .1
@%(q,) = Zél_r&ﬁlog EaZ(gq1:A). (7)

The value of a for which the annealed free entropy
vanishes, therefore, gives an upper bound to a.(q;). As we
show in Supplemental Material [31], this is given by

log(2) + Hp(q;)

@) = ~iog [DzF,(JaizvVI—a1) ®)
where
Hala) = =5 og (15 1) =1 Tiog (1),
)
F,(x;0)=1-21,(x;0)(1-1,(x;0)), (10)
I,(x;0) = /Dh@[go(ah—l—x)]. (11)

Second, we applied the replica method [29] to compute
the replica symmetric (RS) upper bound ®RS > @ to the
quenched free entropy (5), and the corresponding upper
bound aR® > a,. Details can be found in Supplemental
Material [31]. Here, we mention that previous applications
of the replica method using the RS approximation [32] have
already been shown to give the correct result for the storage
capacity in inversion problems [33,34] with binary inputs,
whereas for continuous inputs one needs replica symmetry
breaking [35-38].

Interestingly, we found that the more refined RS
computation of the quenched free entropy (5) does not
change the result found using the first-moment method
®RS(g,) = ®*(q,). This leads also to the same prediction
for the value of & up to which collisions exist a®3(g,) =
a2(qy), suggesting that the annealed bound is tight and, in
this case, exact.

Figure 1 displays aRS as a function of g, for various
values of 8. For a > aR5(gq,), the number of collisions is
exponentially small. For all ¢ strictly larger than zero,
a.(q,) diverges in the limit g; — 1 as ~(1 — ¢;)~"/2. This
is to be expected: Trivial collisions with ¢; = 1,1.e., x =,
are always present. The divergence around g; ~ 1 means
that subextensive collisions exist for all @ = O(1) and
independent of the activation function. In Supplemental
Material [31], we show that the computation of the
annealed free entropy for ¢; ~ 1 — 1/N consistently pre-
dicts o «x N'/2.

Finally, notice that, for each value of ¢,, decreasing &
leads to a smaller value of aRS. In particular, in the small &
limit, which we call the strong hashing limit, one obtains

Hg(q1)
al =1+ 12
C(QI) 10g2 ’ ( )
4.0
— 6=02
—— 6=04
351 5=06
— 6=038
3.0{-"=- 6-0
¢ Exhaustive search 6 =0.6
8 25
2.0
1.5
1.0 0.0 0.2 0.4 0.6 0.8 1.0
q1
FIG. 1. Full lines: analytic prediction for the transition «.,

above which no collision exists versus the internal overlap ¢, for
different values of 6. Dots: numerical estimates from exhaustive
search.
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which is a monotonically decreasing function of ¢;. This
curve is shown as black dashed in Fig. 1. Dots in Fig. 1
present a numerical estimate of a,, obtained by exhaus-
tively searching the space of weights and enumerating how
many collisions exist with a given value of ¢g; (see
Supplemental Material [31] for details). The procedure
takes an exponential time in NV, so the estimate is based on
data with small N = 14, 16, ..., 24. Still, finite-size effects
are small, and the extrapolated values are in excellent
agreement with the analytic prediction.

IV. ALGORITHMIC BARRIERS
TO COLLISION FINDING

A. Multioverlap gap property

The overlap gap property is a geometric property of the
solution space of CSPs, which is proven to imply the failure
of stable algorithms. Informally, the stability of an algo-
rithm A, defined as a map from the instance space to the
solution space of a CSP, requires that a small perturbation
of the input results in a small perturbation of the output. In
various CSPs, the best known solvers have been shown to
belong to this class, fostering the belief that the presence of
OGP is a signature of general algorithmic hardness [19].
Examples of algorithms proven to satisfy this stability
property are the Kim-Roche algorithm for the symmetric
binary perceptron [22], approximate message passing [25],
low-degree polynomials, Langevin dynamics, and low-
depth Boolean circuits [26,39].

In this section, we discuss a variant of OGP called
multioverlap gap property (m-OGP) [19,20]. In order to
define it, we need to introduce a distance between two
arbitrary collisions. Take two arbitrary colliding pairs
ca ¢, €{—1,1}?"; we define their “external” overlap as

1
qe(€q.Cp) Eﬁ(xsz + Ya ¥s)- (13)

The overlaps range from —1 to 1. Let m > 2 be an integer.
We say that the function f, (x):RY — R” exhibits m-OGP
for the collision-finding problem, with parameters —1 <
g1 < land -1 < ¢; < & < 1if, given arandom A, it holds
with high probability that there is no set of m pairs
¢, = (X4, ¥4), a=1,...,m, such that the following con-
ditions are met:

(1) fA(Xa) = fA(Ya) Witth #* ya,foreverya =1...m;

(2) qi(c,) = qy, forevery a=1,...,m;

3) & < q,(c,.¢p) <&, for all a+#b.
The first condition imposes that each ¢, is a collision. The
parameter ¢; in the second condition controls the internal
overlap of each collision as defined in Eq. (4); the third
condition imposes a gap on the external overlap between
each collision pair. We define, respectively, ¢, = O(1) < 1
and ¢; = 1 —o(1) as the “extensive” and “subextensive”
regimes.

It is important to note that obstruction to stable algo-
rithms does not require a specific value of m [19]. In other
words, independent of m > 2, afj;p(g;) serves as an upper
bound on the values of @ where stable algorithms can find
collisions with internal overlap ¢,. Furthermore, if m’ > m,
then m-OGP implies m’-OGP, meaning that larger values of
m can provide stronger bounds on the region of algorithmic
hardness.

The m-OGP has a simple geometric interpretation. It
requires that, for every m-tuple of collisions with a certain
internal overlap, there are at least two collisions that are
“close” or “far apart” in the sense of definition (13).

In the following, we study the presence of m-OGP in the
collision-finding problem for the function f,, in the limit
where both the dimensions of the input N and the output P
of the function scale to infinity, with their ratio fixed to
a = P/N = O(1). In this high-dimensional limit, we show
the existence of a region of a delimited by afj;p(g; ), such
that for a > afgp(g;) the m-OGP holds for the collision
problem with internal overlap g;. Moreover, agsp(q;) is
strictly lower than the value a.(g;), above which no
collisions with internal overlap ¢; can be found. We
emphasize that the analytical formulas we derive in
Supplemental Material [31] are valid for generic non-
linearity ¢. However, in the main text, we focus specifically
on the SWP activation function, due to its appealing
cryptographic properties.

B. Existence of m-OGP in the collision-finding problem

The quantity of interest in establishing the presence
of m-OGP is the number of m-tuples of collisions
{e, = (X4.¥4)}, with reciprocal external overlap p
and internal overlap ¢;:

m

Nu(p.ai:A) = > [ Xalea)d(gilea) = 1))
{eay, a=1

< [To(ac (") = p). (14)

a<b

We say that the problem has an m-OGP when, for a given
value of the internal overlap ¢, there exists a range of
external overlaps p where N,,(p,q;;A) =0 with high
probability over the realization of the disorder. Note that
this is analogous to condition 3 in the definition of m-OGP
(see Sec. IVA). The existence of such an excluded region
can be proved by noticing that, since N,,(p,q;A) is a
non-negative integer, Markov inequality gives

PIN,(p.q1;A) > 0] SEAN,,(p.q15A)
= ™Nen(p.a1) (15)

where the annealed entropy ¢, is defined as
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1

¢ (p.q1) :JﬂoﬁlnEANm(P,CIﬁA)- (16)
If, given ¢, for some value of « there exists an interval of p
where ¢%,(p, q;) <0, then Eq. (15) proves that with high
probability there are no collisions within such an external
overlap range. We define aj;p(g;) as the lowest value of
such that this condition is met. Notice that, because of
Markov’s inequality, a@p(g;) computed using the
annealed entropy in Eq. (16) is only an upper bound to
the value apgp, above which an excluded region actually
exists. Note that the purpose of our calculation is to identify
a regime where OGP is provably present rather than
characterizing the exact location of the OGP threshold.
In some models, this bound is known to be tight: A
matching second-moment argument proves the absence
of m-OGP below aQSP(g,). This has been rigorously
established in certain regimes for the Ising p-spin glass
and for random k-SAT [40] as well as for the symmetric
binary perceptron [22].

The computation of Eq. (16) is detailed in Supplemental
Material [31]; here, we state only the final result. One finds
that ¢%(p, g;) can be computed by maximizing a function
¢,,(Q) over a suitable space of matrices Q € F(p, q;):

max

a p—
&5 (p.aqr) ol

)¢m(Q)' (17)

The detailed expression of ¢, (Q) is reported in
Supplemental Material [31]. Q is a 2m X 2m matrix that
represents the covariance matrix of m-clones of colliding
inputs. Namely, denoting by « an index that runs over the
2m inputs of the m collision clones, Q is defined as

1
Qa/)’ = N kzz; WiaWigp- (18)

The maximization over the entries of Q in Eq. (17) is
performed over F(p, q;), which is the set of covariance
matrices Q that fix the internal overlap ¢, of the m
collisions and the external overlap among them to p. In
other words, the entries of Q should satisfy the following
set of constraints:

1
5(Q2x—1.2t—1 + Qo) =p Vs<te€m], (19a)

Or12s=q1  Ys€Em] (19b)
Finding the maximum in Eq. (17) over the space of
covariance matrices Q can be done numerically; however,
the complexity of such maximization increases consider-
ably with m. Therefore, we have made an educated guess
on the structure of the covariance matrix Q achieving the
global maximum of the function ¢,,(Q). We considered the
so-called symmetric ansatz, which imposes

Q12021 = Qoo =p Y s <t€m], (20a)

Or120 = Qo521 =40 ¥ s <t€[m]. (20b)
This restricts the number of optimization parameters to just
one (i.e., the parameter ¢g,). This ansatz, on which our
results rely, corresponds to assuming that the optimal Q is
symmetric under permutation between the clone indexes, as
the free entropy is, and can be proven to be correct in
certain limit cases (see Secs. C1 and C2 in Supplemental
Material [31]).

Figure 2 exemplifies the typical behavior of ¢3,(p), for
various values of a, including the onset value of the OGP at
a ~0.7. Such curves are continuous but not everywhere
differentiable (see Supplemental Material [31] for more
details). Figure 3 displays afgp as a function of g, for
m =5 and several values of 6. Decreasing ¢ leads to a
decrease in aggp for all g,. For any ¢ strictly larger than
zero, the afj;p curve is nonmonotonic in g; and starts to
increase when ¢, < 1, as observed for a.(q;). We stress
that this threshold is strictly below the one corresponding to
the existence of collisions. Between a{j;p(¢;) and a.(q;),
despite the presence of exponentially many collisions, we
conjecture that finding one of them is algorithmically hard
in the average case.

C. Strong hashing limit

The strong hashing limit (SHL) 6 — 0 can be explicitly
studied analytically. Moreover, it is a simple case in which
the validity of the symmetric ansatz can be theoretically
tested. In particular, as we show in Supplemental
Material [31] (see Secs. C1 and C2), a detailed study of
the cases m = 2 and m = 3 for generic covariance matrices
in the limit § — O reveals that the global maximization
procedure (17) leads to a symmetric (20) covariance
matrix Q.

0.75 0.80 0.85

p

0.90

FIG. 2. Typical behavior of ¢ (p), for various values of a, at
q; = 0.6 and m = 5. The activation is a square wave, with
6 = 0.3. The onset value of the OGP is a = 0.7. For a > 0.7, an
interval of external overlaps p where ¢ < 0 is present.
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0.9+

0.8

0.7
[N
1G]
s
(<]
0.61
0.5
0.4
0.0 02 0.4 0.6 0.8 1.0
a1
FIG. 3. afgp versus the internal overlap g, for the square-wave

activation function, for various values of 6, m = 5.

In the SHL, the annealed entropy curve becomes a
monotonic function of the external overlap p. This allows
us to explicitly find the value of afj;p(g;) by performing
the limit p — 1 for every m. One finds

_log2 + Hg(q)

agGP(QI) - IOg(l +m) (21)

Note that this threshold is monotonically decreasing in m
and goes to O for large m. In Fig. 4, we show the OGP
threshold given by Eq. (21) as a function of ¢; and for
different values of m.

In Fig. 3, we plot the § - 0 OGP transition in black
dashed for m = 5 together with predictions for finite values
of 8. Notice that, for § = 0.1 already, the curve is practically
indistinguishable from the SHL.

— m=26-0
1.2 \— m=36-0
—— m=56-0
—— m=106-0

1.0
— m=506-0
m=1006-0

@ 0-81
G]
)
(<]
0.6
0.41
n _\
0.0 02 0.4 0.6 08 10
a1
FIG. 4. afgp versus the internal overlap g, for the square-wave

activation function in the limit § — 0 for several values of m.

Since we have established the validity of the symmetric
ansatz only for m = 2 and m = 3 in the SHL, this does not
rule out the possibility that the true global maximum is not
symmetric, especially for 6 > 0. We have, therefore, com-
pared the analytical prediction of the free entropy under
the symmetric ansatz, ¢% (p,q,), with a numerical esti-
mate obtained by an exhaustive search in the space of
m-tuples of collisions. The results presented in Supplemental
Material [31] are in agreement with the theory.

V. HASH FUNCTIONS FROM
COLLISION-RESISTANT
NEURAL NETWORKS

A. Collision-resistant function

As already observed, when 6 > 0, all m-OGP curves
diverge in the limit g; — 1. Since an adversary is allowed
to look for collisions with arbitrary value of ¢, the region
q; =~ | represents a potential flaw in the security of the hash
function. To remedy this, recall that an ECC is a function
that maps distinct inputs into “code words” separated by
large Hamming distance. In order to obtain a collision-
resistant function, one can apply an ECC upstream of the
network, restricting the space of inputs to g; < g.oq.- The
results in Sec. IVB then imply that the composition
fa oECC is collision resistant as long as « is higher than
the OGP threshold for an adversarially chosen ¢; < g qge:

a > Aay (Geode) = qmax aocp(q1)- (22)

159 code

B. Collision-resistant hash function

We now show how, by composing the neural network with
an ECC with appropriate g4, value, it is possible to build a
CRH. We define the code rate r as the ratio between the input
and output bits of the ECC. The compression ratio of the
neural network composed with the code is then @ = «/r. The
Gilbert-Varshamov bound [6] shows the existence of a binary
code satisfying 7(geode) = 1 — H2(Geode)> Where

1- 9 code 1- qcode
H2(‘1C0de) = ) d log, D i
qcode + 1 qcode + 1
— 1 .
2 BT

The lowest compression rate compatible with collision
resistance is then

Qady (QCode) (23)

&(qcode) = r(q d)
code

obtained using a code matching the Gilbert-Varshamov
bound and selecting the smallest  that guarantees hardness
of collision finding for ¢; < Geoqe- Figure 5 shows @(gcoqe) as
a function of gy, for m = 5 and various 6 values. In the
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1.1 — 6=05
151 —— 6=03
— 6=0.2
1_4, —_— 6=O.1
— 6-0
— 1.31
(]
o
895 1.2
R
1.0 \/
0.9 1
0.8 1
0.82 085 088 091 094 097 1.00
qc
FIG. 5. The lowest compression rate of NN oECC, ie.,

Aady (Geode) /T (Geode)» as a function of gog., for different values
of 8. Aagy (Geode) 18 given by an m-OGP computation with m = 5.

interval of g g values where @(g..q.) < 1, we conjecture
that f4 o ECC is a CRH.

C. Comparison with Ajtai’s function

Postquantum cryptography seeks primitives whose
security can be based on problems that are believed to
remain intractable even for quantum algorithms. Among
the various approaches, lattice-based cryptography has
emerged as one of the most promising directions, offering
efficient CRH constructions whose security lies on worst-
case to average-case reductions.

Ajtai’s function [41] stands as a landmark in lattice-
based cryptography, as it laid the foundation for sub-

sequent, more efficient lattice-based constructions.
Formally, it acts on x € {0, 1}V as
fax) =Ax  (mod ). (24)

Here, g€N is a parameter and A €Z[*V is chosen
uniformly at random, where Z, is a ring with g elements.
This function is shrinking when Plog, ¢ < N. For certain
values of ¢, P = poly(N) satisfying this bound, Ajtai’s
function can be shown to be a CRH, assuming it is hard to
find short vectors in certain integer lattices [41,42].
Namely, the security relies on the worst-case hardness of
the short integer solution problem [43] that for a matrix
A ez asks to find a “short” vector x € Zy' such that
Ax = 0, a problem for which, for certain values of g, M, N,
the only known algorithms run in time 22" [44.45], even
with quantum computers.

Note that our function bears some resemblance to Ajtai’s
function, as the oscillating nature of our activation is
reminiscent of the mod operation. So our parameter o
plays a role similar to ¢ in Ajtai’s function. However, there

are also important differences. First of all, in Ajtai’s case,
the worst- to average-case reduction, which is a crucial
requirement for its collision resistance, is guaranteed when
g scales as poly(N), whereas in our case we can maintain
6 = O(1). Second, the output spaces differ: Our function
maps to £17, while Ajtai’s maps to F/'. Moreover, in our
case, the entries of A are independent random variables
which are drawn from an arbitrary distribution. Note also
that our security guarantee via the OGP criterion depends
on only the first two moments of such distribution. Finally,
and most importantly, the periodicity of Ajtai’s function is
believed to be a central aspect of its hardness, while our
results do not rely on the periodicity of the activation.
Indeed, we have repeated the OGP analysis for an activa-
tion with a finite number 2K of oscillations, followed by a
constant plateau, i.e., a “truncated” version of the SWP.
Specifically, oscillations span a range [—y, y], where y is a
constant with N. As we show in Supplemental Material
[31], it is possible to find a region for g.,. where our
function composed with the ECC is a CRH. Preliminary
checks indicate that qualitatively similar results also arise in
a randomized version of the SWP, where the periodicity is
broken by randomizing the points at which the activation
function switches sign.

These results suggest that what matters the most for our
hardness criterion is not the periodicity of the function but
rather the frequency of sign switches of the activation, even
if they are located in a limited region near the origin.

Qualitatively, our function can be considered a gener-
alization of Ajtai’s function, where one considers a specific
bit of its output, when outputs in Z, are represented as
binary strings, rather than the least significant bit. The
corresponding modification of Ajtai’s function would not
be secure due to the performance of the best-known lattice
algorithms [46,47].

VI. ALGORITHMIC ATTACKS

In this section, we present two algorithmic strategies for
finding collisions: One involves a local search starting from
a random point on the hypercube, where local moves are
performed to explore potential collisions, while the other is
based on approximate message passing.

A. Local search from a random reference

Perhaps the most straightforward strategy to look for a
collision in a binary perceptron is the following. Take a
random binary configuration w. To construct a collision,
one can attempt a sequence of single bit flips on the
elements of w, stopping as soon as the resulting vector w’
collides with w. In this section, we argue that this strategy is
unfeasible if the number of patterns is proportional to N. In
order to do so, let us count the average number A, of
collisions obtained by flipping ¢ = O(1) bits from the
reference w. One gets (see Supplemental Material [31])
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N _
N, =~ <t>e‘a(5)’1/2PN e, (25)

where a(8) is a positive constant in N, which depends on 6.
Equation (25) implies that if P = O(N), in the limit
N — oo there are no collisions in the finite-size neighbor-
hood of typical vertices of the hypercube, indicating that a
local search from a random reference w is an unfeasible
strategy.

B. Extensive distances from a random reference

Consider again arandom vertex of the hypercube w. In this
section, instead of looking at a finite-distance neighborhood
of w, we are interested in the algorithmic problem of finding
collisions at an extensive distance. Note that in this case the
probability of finding a collision is exponentially small in N,
but there is an exponential number of configurations and the
two can compensate [see Eq. (25)]. In order to do so, we
study the performance of a message-passing algorithm
inspired by statistical physics called reinforced approximate
message passing (rAMP). Variants of the rAMP algorithms
are known to be effective polynomial-time heuristics to solve
inversion and second-preimage problems in perceptrons with
binary synapses [16,18,48-51]. We write in Supplemental
Material [31] the details of the implementation and the
analysis of the performance with square-wave activation. The
complexity of rAMP is O (T, NP), where NP o« N? comes
from the fact that the algorithm involves matrix vector
multiplications with the pattern matrix A, and T, is the
number of iterations required to find a solution. The quantity
T, displays a power-law behavior 7'y, & N?(@ in the system
size, with a critical exponent b(a) =~ 1/(a, — a). Therefore,

107

Log(N)Aa
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FIG. 6. Number of iterations 7'y, required by rAMP to find a
solution for N =8 x 103 and 6 = 0.6, as a function of the
constraint density a. Inset: T, has an exponential growth of
the form Ty ~ N*@, with b(a) « (a, —a)™' = Aa~" in the
proximity of a, =~ 0.15. To test this behavior, we show log T as
a function of log N/Aa, for different values of N. The curves
collapse for large log N/Aa. From bottom left to bottom right,
N =nx 103, with n =1, 2, 4, 8, 16, 32. The dashed line is a
scaling function of the form exp (ax + b).

the total complexity is O(N?*%(®)), The exponent b(a) is
usually extrapolated numerically (see Ref. [49]).

In order to test the hardness of the collision-finding
problem, we run rAMP on the SWP with § = 0.6, where
the annealed computation of the previous sections predicts
the presence of an OGP. We find that rAMP outputs
collisions having internal normalized overlap compatible
with zero up to aapp = 0.15, where a,app 1S estimated by a
numerical characterization of the exponent b(a) (see
Fig. 6). We note that a,ayp 1S strictly smaller than the
OGP estimate for ¢; = 0, that for m =5 and 6 = 0.6 is
a%GP ~ 0.9 (extrapolating from Fig. 3).

VII. CONCLUSIONS

The square-wave perceptron, together with its truncated
variant, defines a class of neural-network-based functions
that, in a suitable regime, admit collisions while exhibiting
features consistent with collision resistance, as suggested by
the presence of an overlap gap property. By combining these
functions with error-correcting codes, we obtain a novel
family of candidate collision-resistant hash functions. To our
knowledge, this is the first instance where a geometric
criterion rooted in statistical physics is employed to argue
the security of cryptographic primitives. A direction for
future work is to investigate whether more complex neural
network architectures also display this property.
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